RIS AT 5T TS E N rE
Journal of Science and Engineering Technology, Vol. 5, No. 3, pp. 77-85 (2009)

77

i%E'HI{‘\ IPv ,.\\ﬂbE”';l ,l:l %&?&Tﬁ‘ﬂ&l{ldﬁ”ﬁﬁ o

e POIRRNT AREEE s’
s f@@ﬁ?fﬂ%ﬁ%ﬁﬂ%ﬁﬁ%ﬁﬁl
23143 1 RRFTH] 2B 112 5K
PR 5 SRR & Rl
A1349 1T 1P 2 168 B
PSRRI A

40227 F,HIT B850 B 250 B

m R

T IPV6 ﬁﬁfji’%‘,f[l , ﬁ'[ﬁ P FEIJF[HEI{%F*[JE'J%E%}%@; (neighbor discovery, ND ) ﬁé&i’p’%
EATB AR EUFTJI' (ZID’”EJLtﬁJi_FF—ﬁi ~ ERPTE Ui e O ST S S LA PR
AR o IR E R FF'@{@PF%%_F =Y Hﬁtf“ 23R e R
7r# C R AR R [H;?&frd«ﬁ Jpﬁi‘ﬁ[ JFhES - BEJR IETF 412" SEcure Neighbor
Discovery (SEND) {39 A s R E v = IL'%%@@ﬁE'TLEﬁFEIJ“ AR 0 B

Sl 1 SRR IJ%{I_FI ) lﬁﬁfyﬂj TRYEIE -

A R R IPV6 AR N ?%#ﬁ%ﬁffﬂ?ﬁiﬁgﬁi'iﬁg'ﬁi\“ﬁ"'ﬁiﬁﬁ@%%f
PRt BBk o 5 1 IPV6 éif’&ﬁw% ape IP'ﬂLLEi]? f AFEETHE A HHERHIC duplicate address detection,
DAD ) #d el i HIE - [ 1% > A 250 A DAD PRI G 3p B B | EHsS T Y
30 e IR ERE R b i B Z5 M| HostAP ‘ﬁ’f«’ﬁ‘ﬁ'retlf‘?&%lfﬁp » ¥ fi&dx HostAP
TG = o SR SRR o HORRE N BT 2 (PR RIS o L AR RS AR
F}i@?%?i [ 5750
%g%%j DA R O] - SRR =

A Defensive System Against Neighbor Discovery Attacks in

IPv6 Wireless Networks

LAI-MING SHIUEY, FU-MIN CHANG?, CHENG-LIN LIN® and SHANG-JUH KAO®
'Department of Digital Design, Cardinal Tien College of Healthcare and Management
No. 112, Minzu Rd., Sindian, Taipei, Taiwan 23143, R.O0.C
2Department of Finance, Chaoyang University of Technology
No. 168, Jifong E. Rd., Wufong, Taichung, Taiwan 41349, R.O.C
3Department of Computer Science and Engineering, National Chung-Hsing University
No. 250, Kuo Kuang Rd., Taichung, Taiwan 40227, R.0.C



78

RISFET BRG] ST NSH NEe]

ABSTRACT

In IPv6 networks, Neighbor Discovery Protocol (NDP) is usually used to determine the
relationship (e.g., the current accessibility or the link-layer address of a neighboring node) between
nodes on the same link and to configure the network interface. This protocol is vulnerable to threats
from spoofing packets due to the lack of a mutual trust mechanism among the communication nodes,
especially in wireless environments. Therefore, the IETF has proposed the Secure Neighbor
Discovery (SEND) protocol to safeguard Neighbor Discovery messages. Currently, common
lightweight wireless network devices tend to reduce resource consumption, thereby conflicting with
heavyweight SEND message computational requirements.

In this research, a defensive system against Neighbor Discovery (ND) attacks on lightweight
devices in IPv6 wireless networks is proposed. In an IPv6 network, as a node prepares to assume a
new address for its own use, it must first verify that no other node on the link uses that particular
address. This procedure is accomplished by the Duplicate Address Detection (DAD) process. By
implementing this feature, through an analysis of DAD packets and tracing the user’s linking status,
spoofing ND packets can be effectively blocked. In the proposed system, a HostAP was adopted to
provide access-point functions. Thus, we modified the kernel of the HostAP for embedding the
defense functions. The experimental results revealed that the proposed system is both applicable to
and appropriate for the network security of lightweight wireless devices operating in IPv6 wireless
networks.

Key Words: neighbor discovery protocol (NDP), duplicate address detection (DAD), network security
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